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PROBLEM STATEMENT: 
COUNTRY BASED E-VAT



Problem Statement

As businesses expand across regions, they often create individual EBM APIs for each country to meet 
specific local requirements, such as language, compliance regulations, and currency handling. However, this 
approach leads to:

Redundant Infrastructure: Multiple EBM APIs across regions increase maintenance complexity and infrastructure costs.
Increased Risk: Multiple entry points OF EBM APIs increase the risk of security vulnerabilities and data privacy issues.
Inconsistent API Management: Discrepancies between API versions and functionalities across regions complicate 

management.
Inefficient Scalability: Managing traffic and scaling services on a per-country basis results in inefficient use of resources.

High Cost of development: A new country a new API integration and maintenance costs

Lose of control on fraud: Opening new API and integrations to many vendors make it vulnerable and weak for abuse, 
hacking, hidden malware, double invoicing (one with tax other without tax)



PROPOSED NEW 
ARCHITECTURE



Objectives
The objective of this concept paper is to propose the design and implementation of a single ishyiga  
EBM API gateway that belongs to all ATAF members, addressing the issues of infrastructure 
redundancy, inconsistent management, scalability, cost and security risks. The API gateway should 

provide:

Centralized Management: Uniform API Endpoint: Instead of having separate endpoints for each country, a single API
gateway allows you to manage traffic from all countries in one place.
Centralized Traffic Management: All API requests from various countries will be routed (old versions converted) through a 
single API gateway, ensuring uniformity and reducing infrastructure duplication.
Implement security protocols: Enforcing consistent security measures such as rate limiting, authentication, encryption, and 
monitoring for all regions.
Perform load balancing: Efficiently distribute traffic across servers and regions to avoid overloading any single node.
Reduced Costs: A unified API gateway means fewer servers and infrastructure components to maintain. It also development
costs services across regions.
Optimized Resource Allocation: By using a single EBM API gateway, you can scale resources based on traffic patterns
across countries, reducing costs related to over-provisioning.
Dynamic Routing: The API gateway can intelligently route traffic to the appropriate back-end systems based on the country
or region.
Consistency Across Countries: Standardized API, having a single API gateway enforces consistency in the APIs provided to
different countries. This reduces discrepancies and ensures that all services are using the same version of APIs.
Regulatory Compliance Country-Specific Rules, though managed centrally, the API gateway can enforce country-specific
compliance and regulations, this flexibility allows customization while keeping the management centralized.



Challenges and Mitigation Strategies
• Regulatory Compliance: Different countries have specific regulations around data privacy, taxation laws and 

others. The API gateway should include mechanisms to ensure permanent compliance with all local laws.
• Mitigation: Design the gateway to allow country-specific data handling, storage, and processing rules.
• Localization: Some countries require localized services, such as language, data residency and currency 

adjustments.
• Latency and Performance: Centralized API gateways can potentially introduce latency, especially for regions far 

from the central servers.
• Mitigation: Implement regional data centers or edge computing to handle requests closer to the user’s location.
• New Technology enhancement: Many Technology are coming on market, AI, BIG Data, IoT, ML, ORT, Mobile 

Money, FinTech solutions, Mobility Solutions, Rebate,…; to make sure this unity stay ahead on all other 
competitors in this market globally, it is important to add them to the API, VSDC, Backend, Storage, stores, and 
more.

• Intellectual Property: It is imperative to protect this work as belonging to Rwanda and to the joints venture 
therefore no other company or revenue authority can copy and/or modify it without prior contract signed by the 
joint ventures



SOLUTION: ISHYIGA 
E-VAT 5.0



CONTENTS

• 1. TAX LIFETIME
• 2. ARCHITECTURE HIGH LEVEL
• 3. EVAT JOURNEY
• 4. EVAT API SAMPLE
• 5. BACKEND RICH DATA
• 6. VERIFICATION
• 7. LIVE MONITORING
• 8. ACTIVITIES AND SCHEDULE



TAX LIFETIME
REGISTRATION

SALES/ 
REFUNDS

TAXPAYERS 
RA DB

ITEMS

PURCHASE/ 
IMPORTATION

REPORTING / 
INTELLIGENCE

Nomenclatures, tax 
rates, categories, 

unique code

Devices, Locations, 
Behavior, Sleep Time

TIN, Class, 
Email, Phone, 

Contacts

Sales Prices, Clients, 
Quantities, Taxes

Cost Prices, 
Suppliers, 
Quantities

Abuse, Idle, 
Predictions, Country 
Status, Intelligence





EVAT System 
Portals 

(VAT& VAT-WHT 
Monitoring, 

Registrations)

Sales Management 
software

(SAP/SAGE, others)

APIs for Integration
(Enables the 

Communication with VCIS)

VCIS
(POS/ERP for sales, 

inventory mgt & reports)

VSDC
(Stamping invoices, 
Refunds, Purchases, 

importation)

Invoice
(Generate & print 

digitally-signed VAT 
receipt for customer)

SKMM
(Provides the daily 
key to start VSDC)

Large businesses will  
integrate third-party 
ERP systems to VCIS 
via integration API

Small businesses that do not 
have ERP may use VCIS for 
daily sales, stock 
management & reports
NB: VCIS to be preloaded 
with VAT-WHT agents list
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VCIS: Virtual Certified Invoicing System
VSDC: Virtual Sales Data Controller
SKMM: Security Key Management Module

Print certified 
Invoice

ERS 
(VAT Back-End System)

E.g., GITMIS

Acquire security key at start of each day

Transmission of transactions to EBM back-office

Update VAT-WHT agents’ list in VCIS



EBM JOURNEY

2013 2017 2019 2022 2024

EBM 1 UPGRADE 
EBM 1 EBM 2 EBM FOR 

ALL E-VAT 4.0
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FILE TRANSFER
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API SALE
https://documenter.getpostman.com/view/20074551/2s8Z76xVYR



MY ERS VIEW

My ERS Web portal will be the 
space where the taxpayer finds all 
the signed invoices, he/she will 
be able to compare live data with 
the ZD daily reported generated 
each day, we encourage taxpayers 
to make sure every next day they 
check to make sure Evat data are 
accurate also to file all claims not 
later than the 5th of the next 
month

ZD DAILY REPORT PRINT TAX TO PAY STATEMENT REPORT



TRANSACTIONS LIVE DETAILED VIEW



MY COUNTRY VIEW

We want to make sure 
each morning you take a 
look on these charts and 

have in a single view of the 
country metrics to decide 

the next move



INTUITIVE DASHBOARD



VSDC HEARTBEATS
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LIVE DATA

TAXPAYERS



VERIFICATION



FILE TRANSFER TECHNOLOGIES



OBJECT REKOGNATION TECHNOLOGY



Genuine Fake
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expired, arrival doc id

DOT Image DB

Dot QR code

Business Data
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OUR BUSINESS PRODUCTS
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TO PROFILE TAXPAYERS.
TO COMMUNICATE THAT EVAT IS SUPER GUARDED.
TO MAKE SURE INVOICES ARE AUTHENTIC.
TO FOLLOW UP THAT INVOICES HAVE BEEN REPORTED.
TO DETECT MULTIPLE SCANNING.  
TO MONITOR PROFILING AND RANDOM PURCHASES ACTIVITIES.
TO FOLLOW UP LIVE ACTIVITIES ON THE MAP.

WHY VERIFICATION?

“EVAT PROJECT WHITHOUT A STRONG AND GOOD VERIFICATION MECHANISM CAN LOWER 
DOWN REVENUS TO LESS THAN  50%”

PROFILING PERIOD

PROFILING RESULTS

FULL DAY SCAN 
PROVIDED THE 

HIGHEST INVOICES



When AI is invited in 
revenue monitoring you can 
have a peaceful mind



RICH



Our Partners
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Dec. March July. Aug.

EVAT DEMO 
online

Set up in
Eswatini E-VAT

System Evaluation in Eswatini (+ 
system building)

(ERS, The Joint)

Sept.

ERS Servers’ 
provisioning

Onboarding 
PoC Taxpayers

(Incentives)

Eswatini Project SoW, The Joint meeting 
ERS Team for alignment 

PoC ERA 
Decision

PRODUCTION ON 
ALL POSSIBLE 

TAXPAYERS

Oct.

Contract

ERS NDA/MOU

EBM PoC Schedule 

ESWATINI 
visit

CERTIFICATE

PoC DEMO 
onsite

DEPLOY 
EBM 4.0

BABYSITTING EBM 
4.0 TO 5.0 

GAZETTING EBM 
LAW

Expression 
Of Interest

Jan. 2025

SoW Revised



PLANNED ACTIVITIES (PROPOSITION)
REQUIREMENTACTIVITY
ERS TO APPROVE THE MECHANISM AND PREPARE 
PILOTING TAXPAYERS INCENTIVES FOR THEM TO JOIN

THE JOINT TO WRITE AN OFFER LETTER TO ERS FOR THE 
PROOF OF CONCEPT

ERS TO SIGN AN MOU AND NDA WITH THE JOINT OF THE 
PROOF OF CONCEPT

ERS TO WRITE TO TEN PILOTE TAXPAYERS TO WORK WITH 
THE JOINT ON THE PROOF OF CONCEPT

TO MAKE SURE ERS DATA ARE PROTECTED AND RESIDE IN 
ESWATINI.

ERS TO PROVIDE 3 CLOUD SERVERS WITH PUBLIC IP AND 
URL FOR TEST, QA AND PRODUCTION

ERS TO PLAN WITH THE JOINT DEPLOYMENT IN WAVES 
COUNTRYWIDE FOR ALL SELECTED SHOPS

THE JOINT WILL SETUP THE SERVERS, SECURE THEM, AND 
DEPLOY E-VAT 4.0 TO THE SERVERS AND CLIENTS VSDC TO 
THEIRS PREMISES.

ERS TO ONLY ACCEPT E-VAT DATA AS VALID REPORTING 
CHANEL, NO OTHER ENGAGEMENT IS REQUIRED

THE JOINT WILL NOT CHARGE MONEY ON THIS PROOF OF 
CONCEPT.

ERS TO MAXIMISE ENFRCEMENT MAKING E-VAT NOT A 
JOKE PLATFORM

MAXIMIZE ENFORCEMENT TO TAXPAYERS AND INCETIVES 
TO BAYERS



PoC Approval 
by ERS

Draft of NDA 
and MoU

ERS boarding 
PILOT

Sign 
MoU/NDA

ERS provide 
servers

The Joint 
deploy E-VAT 

4.0

Babysitting & 
Gazette 

Approve the 
PoC by ERS

ACTIVITIES FLOW



Organigram
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